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ABSTRACT : Nowadays. VPN devices supporting multi—link connections only utilize the second link to backup the fail—off
primary link. In practice, however, the occurrence of the link fail-off is so rare that the capacity available on the second link
is wasted. In this paper. a scheme of establishing a VPN with multi—links, and load balancing between the links under normal
circumstances is proposed in order to take advantage of multi—links, and to eventually increase the effective bandwidth of the
VPN. Additionally, the transition functionality is also applied for the link fail—off case like existing VPN devices. Consequently,
the proposed scheme enables the VPN with muiti—links not only to maintain the higher availability but also to highly increase
the effective bandwidth.
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Fig. 1. Architecture of Multi—link VPN
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Table 1. Multi—link VPN Key Authentication Algorithm
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Fig. 3. Authentication Procedure for the
Load—balancing
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Fig. 4. Simulation of the Load—balancing VPN
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Fig. 5. Snapshot of the Simulator working
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Fig. 7. Difference Averages vs. Processing Time
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Table 2. Sessions of the Different Applications

[SECH £4. A7 (Byte) -
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14:28:04 ,|1175(Unassigned) - 200,
14:28:05.|80C(HTTP? » 142.
14:28:05,|135 (epmap?) - 195,
14:28:05 |63 (NS - 884,
14:28:05 +|1175(Unassigned) - 65,
14:28:06 |25 (SMTP) - 504 -
14:28:06 -|1175(Unassigned? - 505
14:28:06.-|135 (epmap) - 99.
14:28:06.|1437(Tabula - 116,
14:28:06-|137 WNetBios) - 1332,
14:28:06 .|80CHTTP? 44 .
14:28:06 |63 (EINS) .. 634 .
14:28:06 | 1026(Unassigned? - 78.
14:28:06 -|1026(Unassigned) 72,

Table 3. Results of Set Partition on data in Table 2
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Table 4. Result of the reapplication of Set Partition on
#3 in Table 3
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